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1   Executive Summary
Dear all,

Thank you for trusting us to help GroveLabs with this security audit. Our executive summary provides an
overview of subjects covered in our audit of the latest reviewed contracts of Governance Relay according
to Scope to support you in forming an opinion on their security risks.

GroveLabs implements a relay for governance actions that allows for the execution of governance
proposals across chains. In Version 3, deployment scripts that roll out the system to new destination
chains were added to the scope.

The most critical subjects covered in our audit are access control and functional correctness. The general
subjects covered are unit testing, specification and trustworthiness. Security regarding all the
aforementioned subjects is high.

In summary, we find that the codebase provides a high level of security.

It is important to note that security audits are time-boxed and cannot uncover all vulnerabilities. They
complement but don't replace other vital measures to secure a project.

The following sections will give an overview of the system, our methodology, the issues uncovered and
how they have been addressed. We are happy to receive questions and feedback to improve our service.

Sincerely yours,

ChainSecurity
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1.1   Overview of the Findings
Below we provide a brief numerical overview of the findings and how they have been addressed.

Critical -Severity Findings 0

High -Severity Findings 0

Medium -Severity Findings 0

Low -Severity Findings 0
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2   Assessment Overview
In this section, we briefly describe the overall structure and scope of the engagement, including the code
commit which is referenced throughout this report.

 

2.1   Scope
The assessment was performed on the source code files inside the Governance Relay repository based
on the documentation files. The table below indicates the code versions relevant to this report and when
they were received.

V Date Commit Hash Note

1 27 Nov
2025

1dbe73a71ce78ae52f02eab62e86f03b1bf1ebc0 Initial Version

2 19 Dec
2025

262e637bde27cddd7d021baeb2cd9f22a6433118 After Intermediate Report

3 13 Jul
2026

665cdbb299dfc676a2d404ad18010e7969cbde07 L2 Deployment Scripts

4 14 Aug
2026

5140253ed229b72ce8d318550bee61e470ad103d After Preliminary Report

For the solidity smart contracts, the compiler version 0.8.25 was chosen.

Governance Relay is a fork of the Spark Governance Relay. The review scope covered the differences
between Governance Relay`s initial commit and spark-gov-relay commit 5ed105f

The files below were in scope:

src:
    Executor.sol
    interfaces:
        IExecutor.sol

Starting from Version 3, the following files were added to the scope:

deploy:
    AMBReceiverDeploy.sol
    ArbitrumReceiverDeploy.sol
    CCTPv2ReceiverDeploy.sol
    DeployConfig.sol
    DeployExecutor.sol
    LZReceiverDeploy.sol
    OptimismReceiverDeploy.sol
    VerificationHelpers.sol
    Verify.sol
script:
    BaseDeployScript.sol
    DeployAMB.s.sol
    DeployArbitrum.s.sol
    DeployCCTPv2.s.sol
    DeployLZ.s.sol
    DeployOptimism.s.sol
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2.1.1   Excluded from scope
Generally, all files not mentioned above are out of scope. The configuration is out of scope. The bridges
are out of scope.

For the deployment scripts, the RPC endpoints, the chain registration overrides, and the Foundry defaults
are out of scope. RPC endpoints are generally considered trusted. The deployment configuration files
under script/config are out of scope.

Note that the codebased is based on Aave's governance bridges. While the full codebase was reviewed,
efficiency, design choices and other parts not affecting security are out of scope.

 

2.2   System Overview
Version 1This system overview describes the initially received version ( ) of the contracts as defined in the

Assessment Overview.

In this report section, we have added subsections for each of the changes according to the versions.

Furthermore, in the findings section, we have added a version icon to each of the findings to increase the
readability of the report.

GroveLabs offers a contract that allows for processing cross-chain execution of governance proposals.

2.2.1   General Overview
Governance will make decisions on Ethereum Mainnet. Some of these will require execution on other
chains (e.g. Arbitrum). The Executor contract will allow for receiving cross-chain messages through
bridges so that the governance actions can be executed.

More specifically, the expected setup and execution flow is the following:

1. Governance sends a message to the desired chain with a dedicated forwarder using the
chain-specific library from the xchain-helpers library.

2. The message is sent through the respective bridge.

3. The corresponding chain-specific receiver contract (defined in xchain-helpers as well) forwards
the payload to the Executor.

4. The governance actions are queued and will eventually be executed.

2.2.2   Executor
The Executor receives the cross-chain messages from a dedicated receiver. Namely, the queue
function should be the entrypoint for receiving messages. Thus, the payload generation (not part of the
scope) should create messages so that queue is invoked. When queuing messages for execution, a set
of actions is published. Each such action consists of the following parameters:

• Target: Target of the call.

• Value: Value of the call.

• Function Signature: Function signature (as string)

• Call data: The arguments passed to the call with the function signature (however, it might include the
function selector if the function signature is an empty string).

• Call or Delegatecall: Flag whether the action should be executed with a call or delegatecall.
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• Execution time: The timestamp at which the action can be executed. That is the timestamp of queue
plus the currently set delay.

The set of actions is assigned an ID under which all actions are stored in the submitted order. Note that
the action set expires after the gracePeriod has passed (after earliest execution time).

Once the delay has passed and if the set of actions has not expired, been already executed or
cancelled, arbitrary users can execute the actions as a batch with execute. That will mark the set as
executed and proceed executing the individual actions. Then, it operates in one of the two modes
(depending on the call type flag):

1. Call: Perform a call directly on the target contract (with the given parameters).

2. Delegatecall: Perform a call to this.executeDelegateCall with the value sent along with the
self-call (so that the target can safely use msg.value) and the target and calldata passed as
arguments. That, ultimately, will delegatecall into the target with the corresponding calldata.

Note that if one execution reverts, the full transaction will revert.

Queued transactions can not only be executed but also can be cancelled by a guardian with cancel
(typically that should occur while the execution time has not been reached). That will tag the action set as
cancelled.

Further, the contract offers functions callable only by a self-call through execute to facilitate updating
local parameter:

1. updateDelay: Updates the delay and is only callable by governance. Expected to be callable only
by self-call through execute().

2. updateGracePeriod: Updates the grace period and is only callable by governance. Expected to
be callable only by self-call through execute().

Note that the Executor grants itself the DEFAULT_ADMIN_ROLE in the constructor, enabling
governance-controlled configuration changes through self-calls via execute().

Additionally, receiveFunds is implemented which can receive the native token. getActionsSetById
and getCurrentState return an array of actions and the current status of the set, respectively.

2.2.3   Deployment Scripts
Version 3 adds deployment scripts that roll out the system to new destination chains. A deployment
consists of the Executor and a chain-specific receiver from xchain-helpers that forwards the
cross-chain messages of governance to the Executor.

The entrypoints in script cover the supported bridges (AMB, Arbitrum, Optimism, CCTPv2 and
LayerZero). For each bridge, two variants exist:

1. Full: Deploys the Executor and the receiver. Afterwards, the SUBMISSION_ROLE is granted to the
receiver and the DEFAULT_ADMIN_ROLE is revoked from the deployer, so that the Executor
administers itself as described in the trust model.

2. ReceiverOnly: Deploys a new receiver for an existing Executor. The script only verifies the
deployment. The setup, namely granting the SUBMISSION_ROLE to the new receiver, needs to be
done by governance through the Executor.

The logic resides in libraries in deploy. Each library follows the same lifecycle: the parameters are read
from a JSON configuration file, validated on a fork of the target chain before broadcasting, and the
deployed state is read back and checked against the configuration after the deployment. The target chain
is selected through environment variables and the chain ID is asserted after forking, so that a wrong RPC
endpoint fails before any transaction is sent. Note that the verification checks the deployed state against
the configuration, not the configuration itself.

The required parameters depend on the bridge. Arbitrum and Optimism use the native transport of the
rollup and only require the address of the authority on mainnet. AMB and CCTPv2 use external bridges
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and additionally require the address of the bridge contract and the identifier of the source chain.
LayerZero requires the application to configure its own security stack. The DVNs, the confirmations, the
owner and the delegate are read from the configuration and verified after the deployment.

2.2.4   Roles and Trust Model
The following roles are defined:

1. Governance on L1: Fully trusted. It can govern the protocol on L2 through the governance contract
(potentially) arbitrarily.

2. Bridges and related contracts: Fully trusted. This includes not allowing to re-enter the message
relay. Further, replay protection for messages is expected to happen either in the receiver or in the
bridge itself (common case). In case of a malicious bridge, a governance takeover on L2 could
occur.

3. Governed contracts: Expected to work correctly.

4. GUARDIAN_ROLE: Trusted. The guardian is trusted to behave honestly. Otherwise all proposals
could get cancelled.

5. SUBMISSION_ROLE: Fully trusted. Can queue arbitrary messages. Expected to be the
corresponding receiver from xchain-helpers.

6. DEFAULT_ADMIN_ROLE: Fully trusted. Expected to only be self after the setup (deployer expected
to revoke his privileges).

7. Users: Untrusted.

Note that the deployer is given the default admin role. After the setup is completed but before the
integration into the system, the deployer is expected to revoke their permissions.

In Version 3, the following applies additionally:

1. Deployer: Trusted during the deployment. The deployment is expected to be verified separately
before the integration into the system.

2. Owner and delegate of the LayerZero receiver: Fully trusted. They can change the security
configuration after the deployment.

 

2.2.5   Changes in Version 4
The full deployment scripts optionally assign a guardian. The GUARDIAN_ROLE is granted to the address
configured as executor.guardian while the deployer still holds the DEFAULT_ADMIN_ROLE. The zero
address leaves the Executor without a guardian.
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3   Limitations and use of report
Security assessments cannot uncover all existing vulnerabilities; even an assessment in which no
vulnerabilities are found is not a guarantee of a secure system. However, code assessments enable the
discovery of vulnerabilities that were overlooked during development and areas where additional security
measures are necessary. In most cases, applications are either fully protected against a certain type of
attack, or they are completely unprotected against it. Some of the issues may affect the entire
application, while some lack protection only in certain areas. This is why we carry out a source code
assessment aimed at determining all locations that need to be fixed. Within the customer-determined
time frame, ChainSecurity has performed an assessment in order to discover as many vulnerabilities as
possible.

The focus of our assessment was limited to the code parts defined in the engagement letter. We
assessed whether the project follows the provided specifications. These assessments are based on the
provided threat model and trust assumptions. We draw attention to the fact that due to inherent
limitations in any software development process and software product, an inherent risk exists that even
major failures or malfunctions can remain undetected. Further uncertainties exist in any software product
or application used during the development, which itself cannot be free from any error or failures. These
preconditions can have an impact on the system's code and/or functions and/or operation. We did not
assess the underlying third-party infrastructure which adds further inherent risks as we rely on the correct
execution of the included third-party technology stack itself. Report readers should also take into account
that over the life cycle of any software, changes to the product itself or to the environment in which it is
operated can have an impact leading to operational behaviors other than those initially determined in the
business specification.
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4   Terminology
For the purpose of this assessment, we adopt the following terminology. To classify the severity of our
findings, we determine the likelihood and impact (according to the CVSS risk rating methodology).

 

• Likelihood represents the likelihood of a finding to be triggered or exploited in practice

• Impact specifies the technical and business-related consequences of a finding

• Severity is derived based on the likelihood and the impact

 

We categorize the findings into four distinct categories, depending on their severity. These severities are
derived from the likelihood and the impact using the following table, following a standard risk assessment
procedure.

 

Likelihood Impact
High Medium Low

High Critical High Medium

Medium High Medium Low

Low Medium Low Low

 

As seen in the table above, findings that have both a high likelihood and a high impact are classified as
critical. Intuitively, such findings are likely to be triggered and cause significant disruption. Overall, the
severity correlates with the associated risk. However, every finding's risk should always be closely
checked, regardless of severity.
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5   Open Findings
In this section, we describe any open findings. Findings that have been resolved have been moved to the
Resolved Findings section. The findings are split into these different categories:

Below we provide a numerical overview of the identified findings, split up by their severity.

Critical -Severity Findings 0

High -Severity Findings 0

Medium -Severity Findings 0

Low -Severity Findings 0
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6   Resolved Findings
Here, we list findings that have been resolved during the course of the engagement. Their categories are
explained in the Open Findings section.

Below we provide a numerical overview of the identified findings, split up by their severity.

Critical -Severity Findings 0

High -Severity Findings 0

Medium -Severity Findings 0

Low -Severity Findings 0

Informational Findings 4

• Code CorrectedNo Guardian After Deployment 

• Code CorrectedOptimism Receiver Deployment Does Not Check the L2 Messenger 

• Code CorrectedPre-Wired Unichain Targets Fail to Resolve 

• Code CorrectedTier-3 Registration Can Silently Override an Existing Chain ID 

 

6.1   No Guardian After Deployment
Informational Version 3 Code Corrected  

CS-GRVGR-003

The deployment scripts of Version 3 do not assign the GUARDIAN_ROLE. The Executor grants the
DEFAULT_ADMIN_ROLE only to itself and the admin role of the deployer is revoked at the end of a full
deployment. Hence, initially no one can cancel queued action sets. Granting the GUARDIAN_ROLE
requires a governance action through execute().

Code corrected:

setUpPermissions grants the GUARDIAN_ROLE to the configured executor.guardian before
revoking the deployer's DEFAULT_ADMIN_ROLE, and verifyDeployment asserts it. The zero address
skips both the grant and the assertion; all example configs under script/config ship it, hence a
guardian has to be configured explicitly. The receiver-only scripts do not call setUpPermissions.

 

6.2   Optimism Receiver Deployment Does Not
Check the L2 Messenger
Informational Version 3 Code Corrected  

CS-GRVGR-004

OptimismReceiver's fallback reverts unless the caller is the OP-stack messenger predeploy
0x4200000000000000000000000000000000000007 (its public constant l2CrossDomain), yet the
deployment does not check this:

1. OptimismReceiverDeploy.validate never requireHasCode-checks it, so on a
non-OP-stack target the receiver deploys permanently bricked yet passes every check.
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2. verifyReceiverOnly checks only l1Authority and target, never that l2CrossDomain is
the canonical predeploy.

Code corrected:

OptimismReceiverDeploy hardcodes the predeploy as L2_CROSS_DOMAIN, rather than reading it
from the receiver, so an upstream change to the constant is caught too. validate
requireHasCode-checks it and runs before vm.startBroadcast in both Optimism scripts, so a
non-OP-stack target fails before any broadcast. verifyReceiverOnly asserts the receiver's
l2CrossDomain against it, and verifyFull delegates to verifyReceiverOnly.

 

6.3   Pre-Wired Unichain Targets Fail to Resolve
Informational Version 3 Code Corrected  

CS-GRVGR-005

The BaseDeployScript and Makefile headers document unichain as a built-in (tier-1) chain, and
the Makefile ships pre-wired targets for it (deploy-optimism-full-unichain /
deploy-optimism-receiver-unichain). However, the pinned forge-std (v1.8.2) ships no
unichain alias, and it is not registered in setUpNonStandardChains(), so chain resolution reverts
before any broadcast and these targets cannot be used as documented. (world_chain is referenced
similarly in the Makefile header and foundry.toml [etherscan] but ships no pre-wired target.)

Code corrected:

unichain (130) and world_chain (480) are registered in setUpNonStandardChains(), matching
the foundry.toml [etherscan] entries, so the pre-wired targets resolve once UNICHAIN_RPC_URL
is set. The tier-1 lists in the BaseDeployScript and Makefile headers no longer claim either as a
forge-std built-in. world_chain still ships no pre-wired target.

 

6.4   Tier-3 Registration Can Silently Override an
Existing Chain ID
Informational Version 3 Code Corrected  

CS-GRVGR-002

A tier-3 ad-hoc chain is registered under the operator-supplied CHAIN alias via forge-std's setChain
(resolveChainFromInputs). setChain only rejects a chain id already owned by a different alias;
reusing an already-registered alias (a tier-1 built-in, or a tier-2 chain from
setUpNonStandardChains()) together with a new CHAIN_ID silently re-points that alias to the new
id. As CHAIN and CHAIN_ID are operator-controlled and trusted, and Verify.verifyChainId still
asserts the fork matches the supplied id, the effect is a mislabeled rather than a wrong-chain deployment.

Code corrected:

resolveChainFromInputs calls requireAliasNotRepointed before a tier-3 registration. It reverts
if the alias is already registered under a different chain id, reading the new registeredChainIds
mapping for the chains registered here and falling back to getChain for the forge-std built-ins, which
all ship a default RPC URL and hence resolve. A CHAIN_ID matching the registered id is still accepted,
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so a private RPC for a known alias remains possible. setChain is only reached through the private
registerChain helper, keeping registeredChainIds in sync.
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7   Informational
We utilize this section to point out informational findings that are less severe than issues. These
informational issues allow us to point out more theoretical findings. Their explanation hopefully improves
the overall understanding of the project's security. Furthermore, we point out findings which are unrelated
to security.

7.1   Additional LayerZero Receiver Configuration
Validations
Informational Version 3 Acknowledged  

CS-GRVGR-001

The deployment could additionally validate/fixate to be more aligned with other codebases from Sky:

1. pin the receive library via setReceiveLibrary and assert isDefault == false and that
receiveLibraryTimeout is inactive;

2. verify the OApp peer (peers(srcEid) == sourceAuthority), which is currently unchecked;

3. require ulnConfig.confirmations > 0 (0 inherits the endpoint default and is otherwise only
caught post-broadcast during verification);

4. enforce that the DVN arrays are strictly ascending, duplicate-free, and within MAX_COUNT (127)
before broadcast, rather than reverting inside the receiver constructor.

Acknowledged:

GroveLabs acknowledges all four points but does not deploy the LayerZero receiver for now, and prefers
to introduce the validations with the planned overhaul of the receiver and its security stack rather than
partially beforehand. LZReceiverDeploy is unchanged.
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8   Notes
We leverage this section to highlight further findings that are not necessarily issues. The mentioned
topics serve to clarify or support the report, but do not require an immediate modification inside the
project. Instead, they should raise awareness in order to improve the overall understanding.

8.1   EIP-7702 Code Guard May Yield Theoretical
False Positives
Note Version 3 

requireHasCode rejects any address whose code begins with 0xef0100 as an EIP-7702 delegated
EOA. This is correct today (EIP-3541 reserves a leading 0xef, so no post-London contract can start with
one); it would only misfire on a pre-London 0xef-leading contract or a future format reusing the 0xef01
lead, neither reachable on the in-scope chains.

 

8.2   Guardian Powers
Note Version 1 

Typically, a guardian is a privileged address that can execute a specific set of governance actions. For
the governance relay, that corresponds to canceling queued actions. That implies that a guardian can
cancel the revocation of their role. Thus, a guardian could DoS governance on an L2 for arbitrary time -
however, at the cost of gas required for the cancellation.

Users and governance should be aware of such a possibility.
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