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1 Executive Summary

Dear Gearbox Team,

Thank you for trusting us to help Gearbox Protocol with this security audit. Our executive summary
provides an overview of subjects covered in our audit of the latest reviewed contracts of Gearbox V3
Oracles according to Scope to support you in forming an opinion on their security risks.

Gearbox Protocol extends and refactors the oracle functionality used by the Gearbox Core V3.

The most critical subjects covered in our audit are the functional correctness of the contracts, the oracle
configuration, and the interaction with the rest of the Gearbox system. No severe issues were uncovered.
All the issues reported have been addressed. Security regarding all the aforementioned subjects is high.

The general subjects covered are access control, documentation and specification, gas efficiency, and
the complexity of the implementation. Security regarding all the aforementioned subjects is high.

In summary, we find that the codebase provides a high level of security.

It is important to note that security audits are time-boxed and cannot uncover all vulnerabilities. They
complement but don't replace other vital measures to secure a project.

The following sections will give an overview of the system, our methodology, the issues uncovered, and
how they have been addressed. We are happy to receive questions and feedback to improve our service.

Sincerely yours,

ChainSecurity
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1.1 Overview of the Findings

Below we provide a brief numerical overview of the findings and how they have been addressed.

EIED-severity Findings

()-Severity Findings

(Medium)-Severity Findings

¥ Specification Changed

(Low)-Severity Findings

¥ Code Corrected
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2 Assessment Overview

In this section, we briefly describe the overall structure and scope of the engagement, including the code
commit which is referenced throughout this report.

2.1 Scope

The assessment was performed on the source code files inside the cont r act s/ folder of the Gearbox
V3 Oracles repository based on the documentation files. The table below indicates the code versions
relevant to this report and when they were received.

V | Date Commit Hash Note

1 | 25 Sept 2023 a5c8d378d8103d41f9b607e6a49d06b79a85847f Initial Version

2 | 6 Nov 2023 9bf38997362424b4834f453c96dc7elch2eabd8f Version with fixes

3 | 7 Dec 2023 c6e4bd0a42331daeec599f3d8a688fab79f9879a Minor improvements

For the solidity smart contracts, the compiler version 0. 8. 17 was chosen.

The following contracts are in the scope of the review:

i nterfaces:
aave:
| WAToken. sol
bal ancer:
| Bal ancer St abl ePool . sol
| Bal ancer Vaul t . so
| Bal ancer Wi ght edPool . sol
conmpound:
| CToken. sol
curve:
| Cur vePool . sol
| st ETHPool Gat eway. sol
l'i do:
| wst ETH. sol
yearn:
| YVaul t . sol
| LPPri ceFeed. sol
or acl es:
aave:
W appedAaveV2Pri ceFeed. so
bal ancer:
BPTSt abl ePri ceFeed. sol
BPTWei ght edPri ceFeed. sol
conmpound:
ConpoundV2Pr i ceFeed. so
curve:
CurveCrypt oLPPri ceFeed. sol
CurveSt abl eLPPri ceFeed. sol
Cur veUSDPr i ceFeed. so
er c4626:
ERC4626Pri ceFeed. sol
l'i do:
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Wst ETHPr i ceFeed. sol
updat abl e:

Redst onePri ceFeed. sol
yearn:

Year nPri ceFeed. sol
BoundedPri ceFeed. sol
Conmposi t ePri ceFeed. sol
LPPri ceFeed. sol
Pri ceFeedPar ans. sol
Si ngl eAsset LPPri ceFeed. sol
Zer oPri ceFeed. sol

2.1.1 Excluded from scope

Any contracts not explicitly listed above are out of the scope of this review, especially Fi xedPoi nt and
LogExpMat h are assumed to work correctly. Third-party libraries are out of the scope of this review. In
particular, OpenZeppelin libraries and the contracts inherited by the Redstone price oracle are
considered to function as expected.

2.2 System Overview

This system overview describes the initially received version ((Version 1)) of the contracts as defined in the
Assessment Overview.

Furthermore, in the findings section, we have added a version icon to each of the findings to increase the
readability of the report.

Gearbox Protocol offers a set of price oracles for the integrated protocols that will be used by version 3 of
the Gearbox protocol.

Price feeds return the price of an asset in USD with 8 decimals in a format similar to Chainlink's via
| at est RoundDat a() . We could split the assets supported and their respective price feeds roughly into
two categories: Primitives whose price becomes available by an off-chain price provider
(RedSt onePri ceFeed) and derivatives whose price depends on some other, underlying, assets with
some extra logic and data applied on them. An example of a primitive asset is ETH for which a RedStone
oracle exists. An example of a derivative asset is LP tokens such as yETH. The price of yETH depends
on the price of ETH queried by the respective oracle and the conversion rate from yETH to ETH provided
by the respective Yearn vault.

The price feeds based on RedSt onePri ceFeed are expected to be updated only when needed with
data packages for a specific dat aFeedl d that maps to a token. The data packages are prepared and
signed by RedStone's data providers. An update to the price of a RedStone feed is only accepted if the
supplied data packages have been signed by a minimum number of distinct signers. Each RedStone
oracle has only one data feed, and the signed data packages must have been signed with the same
timestamp, which can be up to 10 minutes in the past and 1 minute in the future relative to
bl ock. ti nest anp.

An important subcategory of the price feeds are these which extend LPPri ceFeed and provide the
prices for some Ip tokens. The tokens currently supported are the following:

» AaveV2 LP token, via Gearbox Protocol's wrapped aToken

» BalancerV2 LP token for stable and weighted pools

» CompoundV2 LP token
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* Curve LP token for stable and crypto pools
e crvUSD

* tokenized vaults token (ERC4626)

e Lido's wrapped stETH

* Yearn's vaults shares

The function LPPri ceFeed. | at est RoundDat a() has integrated bounds for the returned price. If the
reported price is below a lower bound, the function reverts. If the reported price is above an upper bound
computed based on the lower bound (upper = 102% * | ower), the price is capped to the upper
bound and the function does not revert. The lower bound can be set directly by the control | er, or
permissionlessly where the lower bound will be 0. 2% under the current price reported by the reserve
price feed if there is one. The user can refer to the report for Core-v3 to learn more about the reserve
price feed.

Other oracles can be used on top of the price feeds listed above, or other Chainlink-compatible oracles:

* BoundedPr i ceFeed: can be used to set an upper bound to a price reported by another oracle

» Conposi t ePri ceFeed: can be used to compute the price of the target token in USD by first
getting its price in a base token denomination, and then getting the USD price if the base token,
ie, B/ A* USD/ B=USD/ A

» Zer oPri ceFeed: always return a zero price and last update timestamp

Some of the oracles perform internal price sanitization and thus the consumer does not have to sanitize it
again (ski pPri ceCheck = true). These oracles are:

« all the oracles based on LPPri ceFeed

* BoundedPri ceFeed

e Conposi tePri ceFeed

e ZeroPri ceFeed

On the other hand, consumers should sanitize the prices given by RedSt onePr i ceFeed.

2.2.1 Trust Model

Users: not trusted Controller: trusted to update the LPPri ceFeed. | ower Bound value when necessary
and in a non-adversarial manner. In the case of a rapid crash of a token and either the permissionless
bound update is disabled or the reserve oracle is too slow, the controller is trusted to update the lower
bound quickly enough so that liquidations are not blocked. Configurator: trusted to set and unset the
LPPri ceFeed. updat eBoundsAl | owed flag in a non-adversarial manner Signers of RedStone data
packages: trusted to provide and sign up-to-date prices regularly.

2.3 Changes in Version 2

» The lowerbound in LPPri ceFeed has been updated to be 1%instead of 0. 2%under the current
price reported by the reserve price feed

» The reserve price feed in LPPri ceFeed. updat eBounds() is enforced to be different than the
primary price feed

* A new function to forbid permissionless bounds updates LPPri ceFeed. f or bi dBoundsUpdat e
has been added. The control | er orthe confi gur at or can call this function.
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2.4 Changes in Version 3

* The lower bound of exchange rate of LPTokens is now set in the constructor.

* For the weighted balancer pools get LPExchangeRat e() the invariant is multiplied by the number
of assets. For get Aggr egat ePri ce(), the weighted price is divided by the number of assets.
Users should note that the price of the LPTokens does not correspond to get LPExchangeRat e()
but is given by | at est RoundDat a() .
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3 Limitations and use of report

Security assessments cannot uncover all existing vulnerabilities; even an assessment in which no
vulnerabilities are found is not a guarantee of a secure system. However, code assessments enable the
discovery of vulnerabilities that were overlooked during development and areas where additional security
measures are necessary. In most cases, applications are either fully protected against a certain type of
attack, or they are completely unprotected against it. Some of the issues may affect the entire
application, while some lack protection only in certain areas. This is why we carry out a source code
assessment aimed at determining all locations that need to be fixed. Within the customer-determined
time frame, ChainSecurity has performed an assessment in order to discover as many vulnerabilities as
possible.

The focus of our assessment was limited to the code parts defined in the engagement letter. We
assessed whether the project follows the provided specifications. These assessments are based on the
provided threat model and trust assumptions. We draw attention to the fact that due to inherent
limitations in any software development process and software product, an inherent risk exists that even
major failures or malfunctions can remain undetected. Further uncertainties exist in any software product
or application used during the development, which itself cannot be free from any error or failures. These
preconditions can have an impact on the system's code and/or functions and/or operation. We did not
assess the underlying third-party infrastructure which adds further inherent risks as we rely on the correct
execution of the included third-party technology stack itself. Report readers should also take into account
that over the life cycle of any software, changes to the product itself or to the environment in which it is
operated can have an impact leading to operational behaviors other than those initially determined in the
business specification.
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4 Terminology

For the purpose of this assessment, we adopt the following terminology. To classify the severity of our
findings, we determine the likelihood and impact (according to the CVSS risk rating methodology).

« Likelihood represents the likelihood of a finding to be triggered or exploited in practice
« Impact specifies the technical and business-related consequences of a finding

« Severity is derived based on the likelihood and the impact

We categorize the findings into four distinct categories, depending on their severity. These severities are
derived from the likelihood and the impact using the following table, following a standard risk assessment

procedure.

Likelihood Impact
High Medium Low
High CID
Medium GED Low
Low Low Low

As seen in the table above, findings that have both a high likelihood and a high impact are classified as
critical. Intuitively, such findings are likely to be triggered and cause significant disruption. Overall, the
severity correlates with the associated risk. However, every finding's risk should always be closely
checked, regardless of severity.
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5 Findings

In this section, we describe any open findings. Findings that have been resolved have been moved to the
Resolved Findings section. The findings are split into these different categories:

o CEEED): Architectural shortcomings and design inefficiencies

Below we provide a numerical overview of the identified findings, split up by their severity.

EED-severity Findings £
(C2)-Severity Findings 0
(Medium)-Severity Findings 0
(Low)-Severity Findings ¢
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6 Resolved Findings

Here, we list findings that have been resolved during the course of the engagement. Their categories are
explained in the Findings section.

Below we provide a numerical overview of the identified findings, split up by their severity.

EIED-severity Findings 0
(CL:0)-Severity Findings 0
(Medium)-Severity Findings 1

* Weights in Balancer Managed Pools Can Change ELEEICICINCIERECT

(Low)-Severity Findings 1
» Missing Duplicate Signer Check

Informational Findings 2

» Gas Optimizations (CReLTIERL
» Permissionless Updating Bounds (SR

6.1 Weights in Balancer Managed Pools Can

Change
Design [CIMTINZETTBY Specification Changed

The Balancer V2 price feed reads the weights of the Balancer pool during deployment and stores them
as i nmut abl e. The oracle also supports managed pools, with get Act ual Suppl y(), but from the
Balancer documentation (https://web.archive.org/web/20230928124529/https://docs.balancer.fi/concepts
/pools/managed.html#weights) the weights can be changed by the pool owner . Changing the weights of
the pool will break the oracle as the price of the respective Ip tokens depends on these weights.

CS-GEARV3ORACLES-004

Spec changed:

Gearbox Protocol responded that they do not intend to support Balancer-managed pools.

6.2 Missing Duplicate Signer Check
(Design [(EDZITB] Code Corrected)

In the constructor of the Redst onePr i ceFeed contract, there is no check for duplicate signer address in
the _si gner s array. If the number of unique signers does not exceed the required threshold, the oracle
will not be able to update its price and will become unusable.

CS-GEARV3ORACLES-005

Code corrected:
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A check for duplicates has been added to the constructor. The deployment will revert if there are
duplicates or if the number of signers does not reach the required threshold.

6.3 Gas Optimizations
[Informational] [Version 1]

« The function | at est RoundDat a of contracts Zer oPri ceFeed and RedstonePri ceFeed
unnecessarily define the variables answer and updat edAt .

CS-GEARV3ORACLES-002

Code corrected:

The unnecessary variables have been removed.

6.4 Permissionless Updating Bounds

(Informational] [Version 1]

LPPri ceFeed. updat eBounds() allows everyone to update the bounds of an LP price oracle should
updat eBoundsAl | owed be set to true. The bounds depend on the current LP price reported by the
reserve oracle and the prices of the underlying assets. It is important to note that if the price of the LP
protocol can be manipulated, then the bounds will also be wrongly updated. Hence, enabling the
permissionless update of the bound should be carefully considered by the governance of the protocol.

CS-GEARV30ORACLES-003

Code corrected:
The buffer size has been increased from 0. 2%to 1% allowing a lower lower-bound.
The function LPPri ceFeed. set Updat eBoundsAl | owed() has been split into two functions:
* LPPri ceFeed. al | owBoundsUpdat e() : only the configurator can enable permissionless updates

e LPPri ceFeed. f or bi dBoundsUpdat e(): the configurator and the controller can disable
permissionless updates

The function LPPr i ceFeed. updat eBounds() has been modified in the following ways:
« a cooldown of 1 day between to permissionless updates is enforced
« the current LPPr i ceFeed explicitly cannot be its own reserve price feed

* the reserve exchange rate must be within the bounds
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7 Informational

We utilize this section to point out informational findings that are less severe than issues. These
informational issues allow us to point out more theoretical findings. Their explanation hopefully improves
the overall understanding of the project's security. Furthermore, we point out findings which are unrelated
to security.

7.1 Pricefeed Addresses Order
(Informational] [Version 1]( ]

CS-GEARV3ORACLES-001

In the contracts BPTSt abl ePri ceFeed and CurveSt abl eLPPri ceFeed, the number of assets is
derived from the content of the pri ceFeeds array. The number of assets will be the number of non-zero
addresses before the first zero address in the array. It means that if an array of the form
[ priceFeedO, priceFeedl, address(0), priceFeed2] is passed in the construction
arguments, the oracle will only consider 2 assets.

Acknowledged:

Gearbox Protocol is aware of this special case.
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8 Notes

We leverage this section to highlight further findings that are not necessarily issues. The mentioned
topics serve to clarify or support the report, but do not require an immediate modification inside the
project. Instead, they should raise awareness in order to improve the overall understanding.

8.1 Implementation of the Integrated ERC4626

The implementation of the ERC4626 that are whitelisted for use within Gearbox Protocol V3 must be
carefully reviewed. As the standard makes very few assumptions about the implementation of a
tokenized vault, many issues might arise such as the possibility of read-only reentrancy.

8.2 Read-only Reentrancy on Curve and Balancer
Pools

Some of the ETH Curve pools send ETH to the LP before the other tokens when removing liquidity, this
leads to possible read-only reentrancy. During such reentrancy, the value returned by
get _virtual _price() is over-evaluated. An attacker could use this to do bad trades or increase its
leverage, but it will become liquidatable right after the transaction.

This is also valid for Balancer V2 and the function get Rat e() and get Act ual Suppl y (see https://web
.archive.org/web/20230928133723/https://docs.balancer.fi/reference/contracts/apis/managed.html#getac
tualsupply).

The prices of all LP price feeds are bounded. This means an attack-based read-only reentrancy can have
very limited if any benefit for the attacker. Of course, this is based on the assumption that the bounds are
set to reasonable values the prevent such attacks.

8.3 RedStone Price Update Frequency

The use of RedStone price oracle in the system allows for high-frequency price updates compared to
more traditional price oracles like ChainLink. This means, in case of rapid price fluctuations, credit
accounts may become liquidatable or seem like they hold a higher value allowing them to borrow or
withdraw more assets.

8.4 Use of Stored Exchange Rate for Compound
V2

In ConpoundV2Pr i ceFeed the price of the Ip tokens is computed using exchangeRat eSt or ed() .
The alternative is exchangeRat eCurrent () which returns a more recent price as it iternally calls
accruel nterest (). Itis important to note that exchangeRat eSt or ed() is called from within a view
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function and thus it's a view function itself. exchangeRat eCur r ent () cannot be used as it is not a view
function.
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